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This Erlang library contains a CA bundle that you can reference in your Erlang
application. This is useful for systems that do not have CA bundles that
Erlang can find itself, or where a uniform set of CAs is valuable.
This an Erlang specific port of certifi. The CA bundle
is derived from Mozilla's canonical set.
The bundled 118 certificates were verified on 2026-10-23 against the
Mozilla CA bundle published by curl,
dated 2026-10-20. The distrusted emSign C1, C3, and G3 roots are excluded.
Usage
CaCerts = certifi:cacerts(),
SslOptions = [{verify, verify_peer},
              {depth, 99},
              {cacerts, CaCerts}],
ssl:connect( "example.com", 443, SslOptions ).
You can also retrieve the path to the file and load it by yourself if needed:
Path = certifi:cacertfile().
Changelog
See CHANGELOG.md.
Development
Update the CA bundle from curl's Mozilla extraction (requires curl and OpenSSL):
make update
rebar3 clean
rebar3 eunit

The update verifies the published SHA-256 checksum and parses the certificates
before replacing priv/cacerts.pem. Review changes to the trust roots and update
the test expectations before committing. Clean before rebuilding because the
certificates are embedded into the module at compile time.
Testing:
rebar3 eunit

Documentation:
rebar3 ex_doc



  

    Changelog

2.18.0 (2026-10-23)
	Verify the 118 bundled roots match curl's Mozilla bundle dated 2026-10-20,
including removal of the distrusted emSign C1, C3, and G3 roots.
	Download updates from curl's Mozilla CA extraction, verify its SHA-256 checksum,
and validate the PEM before replacing the bundle.
	Test that the embedded roots match the PEM file and exclude distrusted emSign roots.

2.17.0 (2026-06-05)
	Update CA bundle to the Mozilla set as of May 2026 (119 certificates).
Distrusted roots removed upstream (including the Entrust roots) are dropped.

2.16.0 (2025-12-29)
	Update CA bundle.
	Support OTP 28 in CI and bump actions/checkout.
	Remove deprecation warning.

2.15.0 (2025-05-25)
	Update CA bundle.



  

    License


Copyright (c) 2015-2025, Benoit Chesneau <bchesneau@gmail.com>.
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are
met:

* Redistributions of source code must retain the above copyright
  notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
  notice, this list of conditions and the following disclaimer in the
  documentation and/or other materials provided with the distribution.

* The names of its contributors may not be used to endorse or promote
  products derived from this software without specific prior written
  permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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        cacertfile()

      


        CACertFile gives the path to the file with an X.509 certificate list containing the Mozilla CA Certificate.



    


    
      
        cacerts()

      


        CACerts builds an X.509 certificate list containing the Mozilla CA Certificate.
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          -spec cacertfile() -> Result when Result :: file:filename_all().


      


CACertFile gives the path to the file with an X.509 certificate list containing the Mozilla CA Certificate.
The file is used via the cacertfile setting in ssl options, passed to the ssl:connect/2,3,4 function.
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          -spec cacerts() -> [binary(), ...].


      


CACerts builds an X.509 certificate list containing the Mozilla CA Certificate.
The certificate list is used via the cacerts setting in ssl options, passed to the connect/2,3,4 function.
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        parse_transform(Forms, Opts)
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